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SecureSentry Pro Analysis 

SecureSentryPro™ provides a comprehensive solution to the urgent need of protecting sensitive and confidential data on PCs and local networks. It is designed for the corporate network as well as for notebook and PC users interested in managing access security and data encryption. 

  

SecureSentryPro™ enhances access security by performing two types of checks: it periodically looks for the presence of a personal token (smart cards or USB tokens) and prompts the user for a password. The software protects sensitive information by automatically encrypting it “on-the-fly” to the hard disk or network.
Performance
	General
	

	Supported O.S
	Windows 9x/NT/2000/XP

	Easy Product Installation and Deployment
	Using SMS or Logon Scripts the client tools can be installed automatically and transparently at a large amount of user stations. (SSP Enterprise version)

	Online Automatic User Profile Updates
	The User’s SSP Client tool will automatically check for any User profile updates every certain amount of time (Minutes/Days etc.) while a user profile update policy can be defined.

	Multi-User Flexibility
	No limit on number of authorized users on the same Machine

	
	

	Management
	

	Central and Remote Management 
	The system manager remotely controls all user profiles, updates and passwords using MS Active Directory System or regular File Server.

	Group Templates
	Users Profile Management was never so easy as the Manager is able to define the same unique security settings for a group of users in a single mouse click, using the special SSP Group Templates option.

 

	
	

	Access Control


	

	Single Sign On – GINA 
	User can now have one login screen instead of 2 login screens (Windows Login+ SSP Login) to his windows using GINA login screen.

	Continuous User Verification 
	SSP can check every x Sec. That the user’s USB Token is connected or while the user have left his PC unattended, SSP will automatically ‘lock’ the PC.

	Task Manager, Registry Editor and Function Keys Protection
	Block unauthorized user to access the Task Manager, Registry Editor or Boot Function Keys. 

	Strong Password Management
	Enforces a security policy that prevents users from using weak password combinations, such as: 111111

	Hardware Authentication
	User can use a wide variety of the most popular Smart Cards or USB Tokens to authenticate himself.

	Token PIN Option
	Extra Security when using Token/Smarcard authentication by using PIN passwords to confirm the authorization of a user who tries to authenticate himself using aToken/Smartcard.

	Unauthorized Access Freeze
	Failure to enter correct password more than a set number of times will result in an “Access Freeze” period for user logon, preventing unauthorized users who are trying to guess the secret Login password.

	Remotely Block a User from Access to his PC
	The Manager can remotely block a User from accessing his PC (For Example: A User Left the company or Got fired etc.)



	Application Control Management
	The Manager can block the use of certain applications to users (i.e. Registry Editor, Internet Browser, etc.)



	Password Recovery Mechanism
	A User who ‘Lost’ or ‘Forgot’ his login password could be remotely rescued by his manager by recovering his ‘Lost’ password.


	Encryption Features



	Encryption Algorithm
	AES 256bits

	Encryption Method
	Automatic ‘On-The-Fly’ Encryption By:

1. Defining any local/Network Folder as an encrypted folder. 

2. File Type (For Example: .txt, .doc)

3. Application Type (For Example: WORD, Excel)



	Network File Encryption
	Included at no extra charge! 



	Data Protection Between PC And Network 
	When file encryption takes place on a Network folder, Encryption/Decryption is performed on the local disk what makes sure all Data transfer between local drive/Network is encrypted.



	SWAP File Encryption
	All SWAP files are automatically encrypted and protected.



	Shared Encrypted Folders
	Included at no Extra charge! 

Several users can share the same encrypted folder; other users not included in that group cannot access these folders!

	Shared Encrypted Diskettes
	‘Community’ Classified Groups of users can be created, enables them to share Floppy Diskettes only between the members of that group – Other external users cannot access the information on these Floppy Diskettes.

	Encryption on Removable Media
	Such as: Disk-On-Key, ZIP and JAZZ Drives etc.

	Token-Stored Profile
	When using USB Tokens/Smart Cards, user profiles are encrypted and stored in the USB Token/Smart Card, enhancing the overall security of the system.

	Full protection while ‘Surfing’ the internet 
	SSP enables the user to securely protect his sensitive information while surfing the Internet, eliminating the fear that external hostile elements may try to access that information as that information is encrypted.

	Full protection from other Local Network members 
	SSP enables a user who his PC is connected to the organization’s Local Network to protect his sensitive information while other Network members try to access that information. 

	Automatic file ‘Shredding’
	When asking to delete files from your HD, SSP will automatically overwrite the entire content of these files in such a way that prevents any future recovery of such files by a potential ‘Hacker’ for example.
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