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SecureSentryPro 3.0

Quick overview

The main new feature of this version is the ability to define, deploy and maintain a large number of SSP users, using MS Active Directory (AD) or a Files Server for profile storage.

SSP 3.0 is backward compatible with SSP 2.0 versions.

SSP 3.0 Client features

Updated Encryption Engine

This version will support the new AES 256bit encryption engine, which means that:

1. New encrypted files are encrypted in AES 256bit.

2. ‘Old’ SSP 2.0 TDES 192bit encrypted files will keep being encrypted on the same encryption level.

‘Silent’ Installation

SSP 3.0 will have the ability to be installed using SMS or Logon Script which means that the deployment and installation at each client’s PC is totally automatic and ‘Transparent’ to the user. 

This option enables the initial installation and ongoing maintenance to be automatic when the user logs-in to the network. When logging into the network, SSP will automatically be installed on to the user’s PC without any intervention from the user. After the next restart the user profile will be automatically transferred and the user can now start using SSP.

GINA Login (Windows NT/2000/XP)
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SSP login screen is now combined with Windows login screen (GINA), so instead of 2 login screens available so far, the user can choose having a ‘Single Sign On’, what makes his life much easier. 

The user can choose between logging on to SSP and to Windows using the same User name (Single Sign on) , or logging on to SSP and then using a different user name to log-on to Windows.

Automatic User Profile updates

After a successful login, SSP will automatically check the AD (MS Active Directory)/ File Server for any profile updates. If required, the profiles will be automatically stored on the token / SmartCard.

Remote Management Features
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The Manager is able to centrally and automatically distribute user profiles and profile updates through the local network and/or through a dial-up connection. 

The profile installed on the client (Desktop or Laptop) includes parameters as to where the Manager stores profile updates (File server/LDAP Server).

Group Templates
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The manager has the ability to create Group Templates -These templates hold specific characteristic for a group of users, for example: 

· Login Access by Password/Token

· Password structure policy

· Shared Folders

When a user profile is created based on a Group template, a ‘one time password’ is created; each user whenever ‘First time logs in’, uses this initial password and immediately after, he is forced to change into a permanent private password.

· Each user profile is linked to a Group Template.

· Manager updating a Group Template will affect all user profiles linked to it.
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Mass Profile Creation

The manager’s work has became much easier - he does not have to create an SSP user profiles one by one; he can select a ‘Bulk’ of user names from his MS Active Directory list and then select the SSP predefined Group Template. By doing that, SSP user profiles are created for these users automatically at once and then automatically stored in the Active Directory / File Server

The result is mass, quick and easy creation of SSP user profiles that hold the same Group Templates. 

For example: Generating user profiles for the Marketing Department etc.

User Access Denial
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The Manager can block a user, so he will not be able to login to his Windows/Encrypted files.

For example: Blocking the access to an employee who has left the company.
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User Profile Update Policy

The manager can define the users profile update policy in terms of:

· Frequency – When to check for profile updates? 

· Penalty - if update is not performed  (Ignore / Block user access / Allow login and check after X Days).

This feature provides the Manager with a tool, that enables him to set a corporate policy and force (if necessary) a mandatory profile update.  

The fact that this update is automatic and transparent, it is not a time consuming for the Manager or for the user.






