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        Policy-based e-mail security server 

  

         Main Features: 

      + Advanced Content filtering of e-mail Subject, Text and attachments. 

      + Certificate-based S/MIME Encryption/Decryption ability. 
      + Self-Decrypting Symmetric messages. 

      + Anti-virus scanning of the organization’s incoming and outgoing e-mail traffic. 
      + LDAP directory services. 
      + Automatic retrieval of certificates from incoming signed e-mails. 

      + Digital signing of Outgoing e-mails. 
      + Client mail-relay secures all e-mails from the client’s computer to the PrivaWall server. 
      + Automatic messages logging and archiving and an integrated simulation engine. 

  

PrivaWall Required System Platform: 

         MS Windows 2K/XP
Firewall Compatibility 

         Any network-based platform 

         OPSEC-compliant network components
E-Mail Server Compatibility 

         Any SMTP-compliant e-mail server
Overview 

PrivaWall™ is a secure e-mail server that automatically applies rule-based encryption to any e-mail or attached files that are routed through it. PrivaWall™ is compatible with any existing enterprise firewall, any SMTP mail system and compliments the Aliroo PrivaSuite™ client software; providing complete security of e-mail messaging.   
  

Unlike other automatic other encryption systems that secure messages on the protocol level (where messages are not "in the clear" while they wait for transmission or after being received by the server); PrivaWall™ provides complete end-to-end protection securing messages at the content level, which means that messages Subject, Text and their attachments are secured completely from point of origin to final destination. PrivaWall™'s powerful rule-based logic and intuitive keybook management make it possible for the enterprise to selectively determine what level of encryption, which keys or certificates, and what routing will be used for any sender, recipient, subject matter, content, or attachments. This allows PrivaWall™ to guard enterprise message traffic for organizations that require across-the-board security or for those that only need protection in specific circumstances.   
  

Content Level vs. Packet Level Security 

Under conventional S-MIME protocol-level security products, entire messages - both header and text - are encrypted on their way to the destination and decrypted by the recipient when they arrive. This technique leaves messages available "in the clear" while queued for transmission and after receipt or after being downloaded to the recipient's computer. This is a significant opportunity for compromise by 
hackers or any person who has access to the sender's or recipient's PC. Moreover, protocol-level messages can only be decrypted by the specific recipient server - and cannot be forward or archived until they are decrypted.

PrivaWall™ can also provide S-MIME protocol security, but message content can be encrypted by the sender using the PrivaSuite™ client software, or by PrivaWall™ as it transits into the e-mail server, or both. But in all events, only the content is encrypted therefore allowing complete access to the header for forwarding or archiving without compromising the security of the content. 

PrivaWall™ and PrivaSuite™ - a Choice of Server or Client Encryption - or Both! PrivaWall™ provides complete control of where the encryption/decryption process takes place, by allowing content to be secured, if desired, at the client side with PrivaSuite™, or in-transit to the mail server by PrivaWall™ itself. 

  

Security for the Client User 

Users can encrypt or decrypt e-mail or file attachments, directly on their own PC. Using PrivaSuite™ in conjunction with their favorite e-mail, word processor or internet browser software, users can encrypt the entire text of any e-mail or attachment file, or just selected portions of the text, without compromising the format or layout of their message. 

  

Security for the Entire Enterprise 

Once an e-mail message reaches the PrivaWall™ server, the message is examined against the PrivaWall™ rule-base to determine if it qualifies for action. Depending on the applicable rule, the message can be encrypted, a portable decryption package attached, re-routed, copied, logged, or simply failed. 

  

Encryption/Decryption 

PrivaWall™ and PrivaSuite™ provide a variety of different encryption methods, selectable by the user or enterprise security administrator. DES (Data Encryption Standard), TDES 192bit, AES 256bit and RSA encryption is available with key lengths varying from 40-bits to 1,024-bits. PrivaWall™ also supports shared keys and PKI. 

  

Key Management 

PrivaWall™ offers complete and easy-to-use key management. Enterprise-wide or individual user keys are easily maintained in convenient "keybooks" containing the key, a description of the key, a short clue to the key, the type of encryption to be used, and e-mail addresses or domains that can use the key. Keybooks can be located anywhere in the local network, including a user's PC or a SmartCard, and available to the PrivaWall™ server process or any PrivaSuite™ client. Keybooks can be password protected and their contents visually obscured. Keybooks are easily updated, either locally or remotely, and multiple keybooks are supported. 

  

PrivaWall™ Security-Conscious "rules" 

Ensuring adequate encryption and screening mail for breaches of confidentiality or enterprise ethics, are both simple using PrivaWall™. PrivaWall™ uses "rules" to automate the enterprise enforcement of security policy. PrivaWall™ screens incoming and outgoing against various if-then policy conditions contained in its rule-base and acts accordingly. The conditions are hierarchically applied to components of the message header, the contents of the message, or any attachments to the message. If a condition is met, PrivaWall™ may encrypt the message (or part of it) using the appropriate keybook and key and decide if it needs to have a portable decryptor attached and make the message self-extractable. Alternatively, the condition may cause PrivaWall™ to "fail" the message, re-route it, log it, or simply pass it on unaltered to the e-mail server for further action. Altogether, the simple but powerful syntax and easy-to-use semantics of PrivaWall™ ensure that rules can be easily created and updated to accommodate the evolving security and ethical objectives of the enterprise. 
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